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Using our AIS testing platform we were able to generate fake
AIS contacts that were reported by numerous internet-based
AIS tracking programs as well as the Coast Guard’s National
AIS and Watchkeeper programs.

Project Plan

The project parameters and objectives are as

follows:
* Develop protocol that allowed for data
authentication, confidentiality, integrity,
authorization and privacy.
« Demonstrate using C# simulation
» Broadcast Safety/Navigation
Information

* Request and Transmit Amplified and
Full Vessel Information

* Retrieve Pseudonym from Shore-Side
Unit

* Implement four examples of common
spoofing techniques

* Develop NS3 simulation
 Broadcast Safety/Navigation

Information.
 Allow for inter-vessel communication.

Network Simulation Design
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In order to model the macro-behavior of our new
protocol in an ideal network, we developed a
simulation In NS3. The simulation had the
following characteristics:

*Networks were tested consisting of up to
100 vessels and as few as 5.

« All vessels were constantly moving in a
random pattern.

*All  vessels Dbroadcast their safety
Information every two seconds

Directed messages were sent between
specific vessels every other second.

*/Any vessel that received an amplified
Information message was then programmed
to respond back with a second message,
terminating the connection.

Project Background Radar from Bridge of Spoofed

The Automatic Identification System (AIS) is a tracking scheme designed to Coast Guard Vesl

prevent the collision of vessels at sea. Periodically vessels broadcast their name, Ay s | e -
position and navigational data to all ships within range. This is used by the A gl
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Unfortunately, this system is almost entirely unsecure. There are no inherent [EES=EE 8 RS . % LA 0. 06N HDGnissig |
methods for data validation or authentication. Already, this system has been L RC 4 Sl |
manipulated by several pgrtles_ for nefarious purposes and this trend is growing. s cial HL:/
The purpose of our project is to apply the security methods developed for s ! b, BEl e

autonomous vehicular networks to the maritime community.

The IEEE 1609 Family of Standards dictates the data format used between cars
as they engage in autonomous communication. This system uses assigned
pseudonyms to maintain anonymity between cars while still preserving the
Integrity of their transmissions. WWe sought to apply these same principals as we

_ : We conducted a field test of our ability to spoof AIS data using
constructed our new protocol. We then developed simulations of our new 4, AlS testing platform. We were successfully able to generate

protocol in action to demonstrate their efficacy and security. a fake contact that was detected by the USCGC Chinook in New
. = _ond d d th di f larm.
C# Simulation of New Protocol ondon and caused the sounding ot an alarm
. TwoVesselSimulation . -
File About Help PrOJect Goals

AlIS PROTOCOL SIMULATION
The project goals are as follows:

« Develop a holistic understanding of the current

|| Send Navigation Beacon

_____ — version of AIS and the IEEE 1609 family of
standards.

ot R woro s e « Perform a vulnerability and security analysis on

ot o H s T the current version of AlS.
. START z";“f?;’:w:ﬁ oo « Develop a new AIS protocol that utilizes the
tesconroud | sop | ) ToesmesiCoCetfcms i buocon. security features of IEEE 1609 to address any

e — . identified deficiencies.
— « Develop a C# simulation of the new AIS
S — S protocol that displays information a typical user

: : KN ER ES : = would require.

iy . | * Develop a NS3 simulation of the network

created by the new AlS protocol.

This simulation, constructed in c#, demonstrates how packets of AIS data will be

transmitted between vessels. It also demonstrates how spoofing can be countered by
simulating four instances of common spoofing scenarios and demonstrating how our ~ EXample of an AIS Data Stream

protocol would mitigate them.

NS3 Simulation of New Protocol T NAVIGATIONINFORMATION

tns3@ubuntu:~/tarballs/ns-allinone-3.19/ns-3.195 nano scratch/grid.cc

ns3@ubuntu:~/tarballs/ns-allinone-3.19/ns-3.195% ./waf --run scratch/grid — }BEQCL%I)(3§517

I[ 755/1583]
_ [1564/1583] cxxprogram: |

Beacon packet sent, requesting a
connection

iTesting grid of50@ moving Nodes with grid distance 2

1 time 2.3s client sent 1024 bytes to 10.1.1.16 port 9
time 2.58128s server received 1024 bytes from 106.1.1.11 port 49153 e
time 2.58128s server sent 1024 bytes to 10.1.1.11 port 49153 pthmkmm
time 2.59656s client received 1024 bytes from 106.1.1.16 port 9 established
time 3s client sent 1024 bytes to 10.1.1.23 port 9
time 3.01508s server received 1024 bytes from 10.1.1.6 port 49153
time 3.01508s server sent 1024 bytes to 10.1.1.6 port 49153

Vessel broadcasts pseudonym, Course over
Ground, location, and Speed in their assigned
time slot.

time 3.02676s client received 1024 bytes from 10.1.1.23 port 9
time 4s client sent 1024 bytes to 10.1.1.34 port 9

time 4.0172s server received 1024 bytes from 10.1.1.7 port 49153
time 4.0172s server sent 1024 bytes to 10.1.1.7 port 49153

time 4.03613s client received 1024 bytes from 10.1.1.34 port 9 Subsequent broadcasts contain the following

information: pseudonym, time of pseudonym
assignment, location, Course over Ground

time 55 client sent 1024 bytes to 10.1.1.5 port 9

time 5.013s server received 1024 bytes from 10.1.1.8 port 49153
time 5.013s server sent 1024 bytes to 10.1.1.8 port 49153

time 5.02742s client received 1024 bytes from 10.1.1.5 port 9
time 65 client sent 1024 bytes to 10.1.1.25 port 9

time 6.0199s server received 1024 bytes from 10.1.1.9 port 49153
time 6.0199s server sent 1024 bytes to 10.1.1.9 port 49153

time 6.17269s client received 1024 bytes from 10.1.1.25 port 9
time 7s client sent 1024 bytes to 10.1.1.46 port 9

and Speed in theirassigned time slots.

All Packets sent! Test Complete! -
n53@u§5ntu?~?t2rballzfns?gglinnne—3.19,.fn53.195 I F“" VESSE' InfOI‘matIOI‘l PaCkEt
This simulation, constructed in NS3, demonstrates how packets of AIS data will be
transmitted between vessels on a network level. It shows the client vessel sending a = FVIFOLEENYESSEL——
transmission to the receiving vessel which then responds with a second message. This 8.5 L s
INFORMATION

occurs between multiple vessels over the course of half a minute. At the same time, the

vessels are continuously updating the fleet with their navigational data.
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Results -
pxxxxxx: 6-character pseudonym, startingwith “p”;
. . . . NXXXXXXXXXXXXXXX: 15-character name, startingwith “n”
Our C# Simulation proves that the new protocol can be applied in such a way LXXX:length in meters, proceeded by ‘T
- - - - LAAA TONINAge 11 LONS, proceede
that a user would experience no degradation of service. Using the new et cargo type in 2-characteridentifies proceeded by“et”
. . . VCAA:Vessel category 1n 2-numbper identiner, proceede vC
prOtOCO|, however, prOVIdes the user Wlth more rObUSt SeCU“ty. 0...mXXX.................:0peratingg gissionin 3—numberidentpiﬁer, procee{:ledby ‘om”

XXX: course in degrees true
XX:speed over ground in kts
XX . XXXXi:latitude in decimal degrees (4 decimals)

Our NS3 simulation proved that the inherent design behind our protocol is T
sound and that its network implementation is possible.

In aggregate, these simulations prove that our protocol is an effective solution
to the security problems brought about by the vulnerabilities inherent in AlS.




